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A Different Way to Win

BY JENIFER WALLER, PRESIDENT, COLORADO BANKERS ASSOCIATION

CBA, we were engaged in a battle at
the state Legislature and prospects
looked grim.

Irecall that not long after I joined

When I approached Don to bear the
bad news, he replied, “We’re not going to
lose. We'll find a different way to win.”

And we did.

It is that kind of attitude that has
catapulted Don Childears to his rightful
place as a leader in Colorado’s business
community — and as the recipient of the
Denver Business Journal’s 2020 Pinnacle
Award as part of its annual Most Admired
CEOs recognition.

The award celebrates the impact of
Dons’ 45 years at the helm of CBA and
his stewardship of the state’s banking
industry at that time.

When he was advised of the award,
Don remarked, “I never imagined being
named a Most Admired CEO by the
Denver Business Journal — much less
the Pinnacle Award winner among them.
Bank CEOs have had my admiration for
decades. This major surprise is very hum-
bling when I know so many deserving
CEOs. I am gratified and I thank those
responsible for this recognition.”

Don may have been surprised by the
award, but I wasn’t — and few people
around him were either. Don is a con-
summate leader — so much more than a
CEO to those of us who work with and for
him: he is a friend, an advisor, a mentor
and a true inspiration.

We — this organization, the institu-
tions and the industry it serves — know
how fortunate we are to have Don in
our corner.

Don is the longest serving bank associ-
ation CEO in the country and has played a
role in countless defenses and promotions

www.coloradobankers.org

Congratulations, Don

el grateful bar
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of the industry and its customers, including
co-authoring the TAILOR Act, legislation
to right-size regulations based on banks’
asset size, helping to craft the SAFE Act
to assist cannabis-related businesses in
accessing financial services and very re-
cently, blocking a credit union’s attempt-
ed purchase of a bank, which would have
stripped the state of tax revenue.

It goes without saying that we are
incredibly proud of Don’s work on behalf
of Colorado banks and their customers.
But what we are most proud of is working
for someone who takes so personally our
mission of helping Coloradans realize
their dreams by building better banks.

We feted Don earlier this month with a
virtual reception, during which our mem-
bers and staff and Don’s family and friends
could join in the celebration. I would en-
courage those who weren'’t able to join us
to view the presentation we put together,
as well as an image of the small gift we put
together for him: a photograph from one of
his many successful addresses, composed
of hundreds of photos spanning his career
at https://youtu.be/j_T1GfPW;jJ8.

I have to say, during a year that has
been challenging on an unprecedented
level, it was a real treat for us to pause
and celebrate. Thank you, Don, for giving
us a reason!
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CHAIRMAN’S MESSAGE

- e x .
2020-2021 CBA Chairman
BY NATHAN EWERT, REGIONAL VICE PRESIDENT OF
FNBO (FIRST NATIONAL BANK OF OMAHA) FOR

COLORADO AND WESTERN NEBRASKA
2020-2021 CBA CHAIRMAN

s 2020 draws to a close, many of
us — meincluded — are breathing
a sigh of relief.

The past 12 months proved more
challenging than any in the past decade.
Banks and our customers faced adversity
and hardship together, working in tandem
to navigate a pandemic-fueled economic
crisis, and we will emerge from it stronger.
We have much to be proud of and much
work still to be done.

Banks thrived on the opportunity to
serve as economic first responders when
we swooped in to rescue thousands of
small businesses and tens of thousands
of jobs, disbursing Paycheck Protection
Program funds on behalf of the
government. In a matter of two weeks,
borrowers banked $10.4 billion via
100,000 loans, keeping their employees
paid and their doors open.

Now, we're advocating that those
funds be treated as they were intended
— grants. If those “loans” aren’t forgiven,
our customers will be on the hook to pay
backloans in a small amount of time when
they count on them to be forgiven. We are
working to ensure those funds won’t be
treated as taxable income, adding further
stress to already financially constricted
customers.

We have seen some success in our
efforts — ensuring loans under $50,000

will be forgiven — but we remain focused
on securing the same relief for loans
under $150,000, with more streamlined
processing for loans bigger than those.

We will be redoubling our efforts
around many points reiterated during
CBA’s 10-part webinar series focused
on COVID-19’s impacts on Colorado’s
economy — because we know the
shockwave of this pandemic is far from
over. Some customers will continue to
experience financial stress, while others
haven’t yet begun to feel the impact, but
it is coming.

Experts told us Colorado’s residential
real estate market heated up during the
first several months of the pandemic,
with an influx of people moving to our
state because they see it as friendly to
the remote working environment, driving
prices up and inventory down. Existing
Coloradans took advantage of low-interest
rates by refinancing their mortgages. Still,
others have been offered forbearance and
relief from collection actions.

Banks are readying themselves to help
those borrowers should challenge arise.
Commercial real estate borrowers —
particularly those in the retail sector — will
continue to experience severe constriction.
Tourism and hospitality industry experts
don’t expect to see a real recovery any
time soon.

G hankier

We must keep a watchful eye on our
customers to help them mitigate hardship
and ensure they are aware of workout
options they can employ.

Meanwhile, we must not lose sight of
ongoing industry challenges not directly
related to the COVID-19 pandemic.
Banks remain entangled in the conflict of
federal and state laws regarding cannabis
banking, anti-money laundering reform
is still pending. We will be carefully
monitoring the Federal Reserve’s work to
create FedNow, its own faster payments
system. Work continues against the ill-
advised move by the GSEs (Fannie Mae
and Freddie Mac) to increase refinancing
costs by 50 basis points. While the
increase was initially slated to become
effective in September, it was delayed
until December.

Here in Colorado, the industry is
poised to combat renewed attempts
to create a state or municipal-owned
bank to restrict consumer-friendly
arbitration clauses in contracts and
potential new moratoriums or restrictions
on foreclosures, evictions and debt
collection.

While none of us knows for sure
what 2021 will bring our customers or
us — or when we may see the end of the
worldwide COVID-19 pandemic — I do
know for sure that our industry will do
what it has done so many times before:
adapt and lead.

Our work will be bolstered by CBA,
which will remain a reliable source of
information, resources and support as
we navigate those crowded waters — and
help our customers in doing so, too. m

ident, responsible for leading teams
that work with businesses in eastern
Colorado and western Nebraska. His
primary role is to fulfill client needs
quickly and efficiently. He focuses
on building relationships that last. In
his experience, this is the best way to
understand customer needs and to
proactively help them meet their financial and life goals.
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FEATURE ARTICLE

Banking on Success

A new degree program and innovative pathways jump-start college careers

while upgrading a workforce for the in-demand financial-services industry

BY MATT WATSON, STRATEGY, MARKETING AND COMMUNICATIONS,
METROPOLITAN STATE UNIVERSITY OF DENVER

taking a photo on your phone,
transferred money to a friend’s

bank account using a mobile app or
been greeted at a brick-and-mortar
bank by a person pointing you to a
row of ATMs, you might wonder what
the job outlook is for someone in the
banking industry.

I f you’ve deposited a check by

But behind all that technology
is a growing labor force of financial
advisors, compliance officers, risk
analysts and, of course, information
technology professionals. Thanks
to a new banking program and
innovative community partnerships,
Metropolitan State University of
Denver is preparing a new generation
of bankers for all of these roles. And
the University’s College of Business is
doing it with the help of the banking
industry itself, said Rey Hernandez-
Julian, professor of finance at MSU
Denver.

“We invited representatives from
banks to campus and they said, ‘This
is what we’re looking for in a banking

degree. If you gave someone this skill Rey Hernandez-Julian, professor of finance at MSU Denver, worked with banking industry
. o leaders and community organizations to shape a flexible degree pathway that teaches
set, we would want to hire them, in-demand skills to the growing banking workforce. Photo by Alyson McClaran

Hernandez-Julian said.

So MSU Denver developed a new
bachelor’s degree in banking — the
first of its kind in the state and one
of few nationally — to provide the in-
demand skills the banking industry
needs in a big way.

COLORADO
www.coloradobankers.org @Eﬂﬂ ]ﬁﬂ‘*
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A brief from the Metro Denver Economic Development
Corp. shows more than 100,000 employees at nearly 15,000
companies in metro Denver’s financial-services industry. Some
40,000 of those jobs are in banking and finance — almost
enough people to fill every Coors Field seat.

The same report revealed that machines aren’t replacing
humans — financial-services jobs grew by 7.5% nationally
between 2012 and 2017 and more than 10% in metro Denver in
the same period. But technology is displacing entry-level jobs
in favor of more advanced positions, says Andrea Stiles Pullas,
director of strategic initiatives at Mi Casa Resource Center. This
community organization promotes economic mobility through
job training and other resources.

“This industry is growing jobs that require a college degree
by 57% in the next few years, while the jobs that don’t require
a degree are shrinking,” Stiles Pullas said.

Enter the Community College of Aurora and MSU
Denver. Together with Mi Casa, the schools have crafted
new education tracks that include job training, certificates

and a specialized degree for those who want to join or move
up in the financial sector.

“We’re looking for ways to help job-seekers — both students
and incumbent workers already in the industry — to earn
credentials in a modular fashion, at their own pace so that they
can balance work and life and study in a more manageable way,”
Stiles Pullas said.

INluminating the path

Nationally, four of every five jobs lost during the 2007-09
recession required a high school diploma or less, according to
the Lumina Foundation, and those have been replaced by jobs
requiring more education. Only about 40% of American adults
have postsecondary credentials, and Lumina’s goal is for 60%
of adults to have a postsecondary certificate, degree or other
credentials by 2025.

That’s why Lumina invested a $450,000 grant into the
partnership among Mi Casa, CCA and MSU Denver to build
a first-of-its-kind pathway for adult learners in the financial

services industry.
Y continued on the next page
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The credential pathway developed by MSU Denver, Mi Casa Resource Center and the Community College of Aurora
provides multiple places to start or finish education in banking for community members, traditional students or

current banking employees. lllustration by Scott Surine
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continued from the previous page

Mi Casa operates a four-week training
program to help connect people to staff roles
in banks and credit unions. Participants
earn up to nine college credits at CCA in
the process and are guaranteed three job
interviews after completion.

Those who complete the Mi Casa
program can complete seven more credits at
CCAto earn abanking-essentials certificate,
designed to provide all the skills someone
would need in their first two years of retail
banking employment. CCA offers another
16-credit certificate called supervision
fundamentals, which people can complete
as they’re climbing the ladder at work.

All 32 credits gained through the Mi
Casa and CCA programs can be applied
toward MSU Denver’s new banking
degree, designed in collaboration with
representatives from the banking and
credit-union communities to develop an
industry-responsive curriculum.

Those already working in the field
who don’t have a degree can enter the
pathway at CCA or MSU Denver and
take exams to earn prior learning credit
— earning college credit for what they
already know before taking a class.

MSU Denver President Janine
Davidson said, “We're eager to engage with
industry partners to develop workforce
pipelines that benefit our students
and guarantee employers can find the
talent they need, right here in Colorado.
Companies know they’re getting quality
employees when they hire MSU Denver
graduates, most of whom work while in
school and can hit the ground running
after graduation.”

Jenifer Waller, president of the Colorado
Bankers Association, said MSU Denver’s
new program is an excellent step toward
assisting financial institutions in growing
the talent pool it needs to pull from.

“We are thrilled about this new de-
velopment for Colorado’s banking work-
force,” Waller said. Those of us in the
industry know-how rewarding a career
in banking can be — not just with rates

COLAORATMN)
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MSU Denver student Jade Gomez takes notes during one of the first Intro to Banking
courses offered at the University. Photo by Alyson McClaran

of income and good benefits but also with
the impact bankers make in their custom-
ers’ lives. We are excited for new ranks of
bankers to find that out for themselves.”

Waller added that bankers’ opportu-
nities are more varied and multifaceted
today than ever before — not just for new
bankers but for experienced bankers, too.

“Many banks offer continuing edu-
cation benefits and help employees with
schooling expenses,” Waller said. “This
new program is going to open a lot of
doors for a lot of people.”

Concentrating on the future

MSU Denver’s banking degree in-
cludes courses on banking operations,
risk analysis, financial markets and
personal selling. Herndndez-Julian,
who taught the first Intro to Banking
course at the University last fall, said
the students in the first cohort were
eager to help shape the class.

“It isn’t a course that’s commonly
available, where you can grab a textbook
off the shelf and teach the course. It’s a
pretty new set of concepts and ideas,
so there was a lot of learning by doing,”
he said.

Alec Sheeder is on track to be MSU
Denver’s first banking graduate in spring
2021 after switching his major from fi-
nance. He is interested in underwriting
and has a concentration in financial
analysis, one of two optional concentra-
tions within the banking degree, along
with compliance.

“I'wanted to go into banking because
banks populate our lives — they’re ev-
erywhere,” Sheeder said. “I felt like it
was a practical area that will always be in
demand, and if there’s something I can
do to make banking easier or better for
everyone, that will be a great thing.” m



OVER A CENTURY: BUILDING BETTER BANKS —HELPING COLORADANS REALIZE DREAMS

Eis =

JONES K E LLER

ATTORMNETYS L & W
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Banking is evolving.

So are we.
In-Person & Virtual Options in 2021
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70th Annual Community Bank
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2020

The Year of Increased Risk
and Inefficiencies
A Possible Solution for Both?

BY JIM PERRY, VICE PRESIDENT, REGIONAL BUSINESS DEVELOPMENT, GOLDEN EAGLE INSURANCE

ommunity Banks have been the backbone of Colorado

lending space for many years, and 2020 has created an

environment for relationship-style banking to grow at
even more remarkable rates. The COVID-19 pandemic revealed
that the U.S.s largest banks could not effectively serve their
clientele, leading to an influx of new business for community
lenders. While new business is a welcome sight for many
lenders, PPP lending and an upsurge in mortgage lending (and
alllending) due to low-interest rates have exposed several lender
inefficiencies. I have spoken to many lenders in the past few
months that are frantically looking to hire new staff to keep up
with their increased workload, and in the meantime, are pulling
current staff to help with the increased lending pressure. I often
hear that one of the first things to get “pushed to the side” during
extremely busy times is collateral insurance tracking. When
Colorado’s record wildfires were added into the mix, 2020 led
tolarge increases in risk for community banks across the state.
With bogged down loan operations and increased risk, could
now be the time to look at alternative solutions to traditional
collateral insurance tracking?

Due to the COVID-19 Pandemic relationship banking
has become more challenging as limited lobby hours, staff
working from home, and increased workloads have put a
strain on operational efficiencies. More and more lenders are
considering Blanket Insurance Coverages that significantly
improve operational efficiencies by allowing community banks
to reallocate staff time to serve their customers better, which
is what Community Banking is all about. There are no more
calls to borrowers under a Blanket policy, no prodding letters,

COLORADO
www.coloradobankers.org @E&l}l Eﬁf'

no loan officer involvement with insurance after closing, and
the headache of placing and removing force-placed policies is
eliminated. Furthermore, are annoying insurance contacts and
expensive force-placed insurance premiums in line with your
relationship and service goals?

On September 17th, 2020, the Colorado Division of
Insurance re-issued Bulletin No. B-5.38, which directed
“all insurance companies issuing coverage to personal and
commercial policyholders to make reasonable accommodations
to prevent individuals and businesses from losing coverage
due to cancellation for the non-payment of a premium during
this unprecedented time.” This order came during seasons of
elevated unemployment and the worst year of wildfires that the
state has ever endured. While this order provides some relief
to borrowers, there remains an increased risk of uninsured
collateral to community lenders in the state. The Division
of Insurance does not explicitly prohibit the cancellation of
policies due to non-payment. Many Colorado counties have
become prohibitively expensive for borrowers to find property
insurance (due to year over year fire risk). With three of the
four largest fires in Colorado history happening during 2020,
community lenders cannot take the risk of uninsured collateral
moving forward.

On days where staff time comes at a premium and the risk
of uncovered collateral is high, Blanket insurance coverages
can simultaneously alleviate multiple problems. Many lenders
I meet think that Blanket protection is expensive. Still,
Blanket’s costs have been coming down due to increased use
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and underwriting innovations by companies
specializing in Blanket protection. Blanket
coverages can be fully customizable to a

portfolio and are often much more affordable The hectic year of 2020 has led many

than hiring and training new staff as your

portfolio grows. Blanket coverage has now Communlty Banks to I'GIOOk at Blanket
been developed for all portfolios: Residential

and Commercial real estate, Consumer loans pI‘OteCtion fOI‘ their pOfthliOS. When
and Business/Commercial and Ag equipment. . . .

all risk factors, customer relationships,

The hectic year of 2020 bas led many g gavings from higher efficiencies

Community Banks to relook at Blanket

protection for their portfolios. When all risk are ConSidered, Blanket coverages

factors, customer relationships, and savings

from higher efficiencies are considered, Blanket can b eayv alu able 100 01 100 reduce I‘i Sk

coverages can be a valuable tool to reduce risk

and create a far more customer-friendly lending an d create a fa r more customer-
and loan servicing environment for the staff

and borrowers of a growing community bank. friendly 1ending and 1oan SeI'ViCiIlg

To continue to be the leader in banking in your

community, efficiency and high customer service environment for the Staff and borrowers
levels will be key. If your staff has become Of a gI‘OWing Community b ank .

stretched as your portfolios have grown, consider
Blanket protection as a powerful option as 2020
ends and you look forward to 2021.

The Lyric Theatre, CCS CHFA business finance customer, Fort Collins

The Colorado Office of Economic Development and International Trade (OEDIT) and CHFA understand that small
businesses need help quickly and efficiently. We are encouraging lenders to consider using the Cash Collateral Support
(CCS) and Colorado Credit Reserve (CCR) programs as flexible resources if your standard loan or the disaster support
mechanisms aren’t a better fit.

e CCS helps small- and medium-sized businesses access capital that would otherwise be unavailable due to
collateral shortfalls.

e CCR provides Colorado lenders an incentive to stimulate safe and sound lending to small businesses
statewide by establishing pooled loan loss reserve accounts that are available to cover losses.

Learn more at chfainfo.com/business-lending. v‘\

Colorado Housing and Finance Authority does not discriminate on the basis of

303 297Chfa (24 32) With respect to its programs, services, activities, and employment practices, @ chfa®

hf . f race, color, religion, sex, age, national origin, disability, or any other protected financing the places where
www.cntrainto.com classification under federal, state, or local law. ERVSRRNNG people live and work
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FEATURE ARTICLE

Changes to Eligible Retained Income

BY JOHN S. BERTEAU SERVES AS ASSOCIATE GENERAL COUNSEL FOR COMPLIANCE ALLIANCE,

WHERE HE IS ONE OF OUR HOTLINE ADVISORS AND FEATURED CONTRIBUTORS.
nresponse to the coronavirus’s potential economic effects,
the OCC, FRB and FDIC (“the agencies”) published an
interim final rule on March 20, 2020, proposing to revise

the definition of eligible retained income. On March 26, 2020,
the FRB published an interim final rule which revised the
definition of eligible retained income for institutions subject
to the FRB’s total loss-absorbing (TLAC) rule. The agencies
recently published a final rule which made final both of these
interim final rules without changes. This final rule aims to
help strengthen the ability of banks and TLAC institutions to
continue lending and conducting other financial intermediation
activities during stress periods by making distribution
limitations more gradual, as intended by the agencies.

Banks must maintain a buffer of regulatory capital above
their required minimum risk-based capital and leverage ra-
tio requirements to avoid restrictions on capital distributions
under the capital rule. The agencies established the capital
buffer requirements to encourage better capital conservation
and enhance the banking system’s resilience during stress pe-
riods. As initially implemented, capital buffer requirements
were intended to gradually limit banks’ ability to distribute
capital if their capital ratios fell below certain levels.

Banks under the capital rule were generally subject to a
fixed capital conservation buffer requirement, composed
solely of common equity tier 1 capital, of greater than 2.5% of
risk-weighted assets. On March 4, 2020, the FRB introduced
a stress capital buffer requirement, which provides that a cov-
ered holding company will receive a new stress capital buffer
requirement on an annual basis, which replaced the existing
greater than 2.5% capital conservation buffer requirement.

Under the capital rule, if a banking organization’s capital
ratios fall within its applicable minimum-plus-buffer require-
ments, the maximum amount of capital distributions it can
make is a function of its eligible retained income. Before the
issuance of the March 20, 2020, interim final rule, the cap-
ital rule generally defined eligible retained income as four
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www.coloradobankers.org

quarters of net income, net of distributions and associated tax
effects not already reflected in net income. The interim final
rule revised the definition to be:

“@i) The eligible retained income of a national bank or Fed-
eral savings association is the greater of:

(A) The national bank’s or Federal savings association’s net in-
come, calculated following the instructions to the Call Re-
port, for the four calendar quarters preceding the current
calendar quarter, net of any distributions and associated
tax effects not already reflected in net income; and

(B) The average of the national bank’s or Federal savings asso-
ciation’s net income, calculated following the instructions
to the Call Report, for the four calendar quarters preced-
ing the current calendar quarter.”

The revised definition of “eligible retained income” under
this final rule applies to all of an organization’s buffer require-
ments, including the fixed greater than 2.5% capital conser-
vation buffer and the countercyclical capital buffer. Once the
stress capital buffer requirements apply on Oct. 1, 2020, the
revised definition would also apply to all parts of a covered
holding company’s buffer requirements. Having one definition
of “eligible retained income” for all organizations under the
capital rule should simplify the regulatory capital framework
and ensures fairness across organizations of all sizes.

The requirements in the total loss-absorbing capacity
(TLAC) rule build on and complement the capital rule. In 2016,
the FRB issued the TLAC rule to require the largest and most
important bank holding companies (U.S. based) and foreign
banking organizations (U.S. operations) to maintain a minimum
TLAC amount, consisting of minimum amounts of long-term
debt and tier 1 capital. The TLAC rule prescribed buffer require-
ments above the minimum TLAC amount that institutions must
maintain to avoid restrictions on capital distributions.

As with the capital rule, the TLAC buffer requirements
were established to encourage better capital conservation
and enhance the resilience of the banking system during
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Leveraged financing and refinancing of owner occupied real estate
and long-term equipment. Most for-profit small businesses eligible.

WE MAKE IT EASY

* UPTO 90% OVERALL FINANCING
+ UPTO 25 YEAR TERM
+ FIXED-RATE

E:
Preferred Lending Partners
A MNew Spirit in Business Lending

SBA defines businesses with net profit after tax <$5.0 Million and tangible net worth <$15.0 Million as small.

stress periods. TLAC buffer requirements were implemented
to gradually limit institutions’ ability to make capital distri-
butions under certain circumstances, thereby strengthening
these institutions’ ability to continue lending and conducting
other financial intermediation activities during stress periods.

Institutions with a TLAC level that falls below the appli-
cable minimum plus-buffer requirements face limitations on
capital distributions in a manner designed to parallel the re-
strictions on capital distributions under the capital rule. The
maximum amount of capital distributions that a TLAC cov-
ered company can make is limited as a percentage of its eligi-
ble retained income, as defined in the TLAC rule.

Before the issuance of the March 26, 2020, interim final
rule, the TLAC rule generally defined eligible retained income
as net income for the four calendar quarters preceding the
current calendar quarter, based on the globally systematic
important U.S. bank holding companies’ FR Y-9C, net of any
distributions and associated tax effects not already reflected
in net income. This final rule revised the definition to be:

“@) The eligible retained income of a global systemically
important BHC is the greater of:

(A) The global systemically important BHC’s net income, cal-
culated per the instructions to the FR Y-9C, for the four
calendar quarters preceding the current calendar quarter,

net of any distributions and associated tax effects not al-
ready reflected in net income; and

(B) The average of the global systemically important BHC’s net
income, calculated per the instructions to the FR Y-9C, for
the four calendar quarters preceding.”

These revised definitions of eligible retained income
should allow institutions to gradually reduce distributions
as they enter periods of stress and provide institutions with
more substantial incentives to continue to lend and carry on
other business functions. Although both interim final rules
were effective as of the date they were published, the new final
rule will be effective Jan. 1, 2021.

John S. Berteau serves as Associate General Counsel for Compli-
ance Alliance. He has nearly fifteen years of combined experience
in the financial services industry. At Hancock Whitney Bank,
he worked in the field of environmental risk management and
compliance (CERCLA/RCRA/Wetlands). At Alorica, the nation’s
fastest-growing BPO, John worked in tandem with some of the
largest banks in the U.S., helping to evaluate financial risks. He
holds Bachelor’s and Master’s Degrees in History from the Uni-
versity of New Orleans, a Juris Doctorate from Loyola University
New Orleans and is a licensed attorney in the State of Louisiana. In addition to
being one of our featured authors, John has recently taken over the editor role for
C/A’s Access magazine. As a hotline advisor, John helps C/A members with a wide
range of regulatory and compliance.
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Cherrywood Enterprises
Presents Debt Selling 101

BY CRAIG M. GEISLER
CEO OF CHERRYWOOD ENTERPRISES, LLC
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ebt selling has been done by
D thousands of banks, credit

unions, auto lenders, and
commercial lenders over the years. The
concept is simple: take your charged-off
loans from the last four years (you know;
the accounts that don’t pay or respond
to your calls anymore), put them in an
Excel Spreadsheet, and get funds back
into your bank within 3-5 business days.
Sounds easy enough, right?

Well, that’s up to you. What I can tell
you is; the process works!

I have been in the charged-off debt
sales space for over 13 years. I have
seen almost every kind of file out there,
and what I can tell you is, every file is

complex. The first question I always
get asked, “how much will you pay me
for my charged-off loans”? My answer
is always the same, “I don’t know, I
need more info.” This isn’t a ploy to
sidestep the question. It is a legitimate
response. I always liken it to saying, “I
have a Mercedes for sale. How much
will you give me for it”? Surely you
would need to know more info like the
year, make, model, mileage, and want
to take it for a test drive. It’s the same
for reviewing a portfolio. We look at
many factors like the age, the number
of times it has been worked, geography,
balances, and the backup docs to see if
we are facing any arbitration language,
or language that allows for court fees
and attorneys fees. It takes us roughly
3-5 business days to review all of that
info, and THEN we can come back

COLARATDD
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with what we feel is an aggressive offer
for your file. When accepted, we draw up
a Purchase and Sale Agreement that in-
cludes a Bill of Sale (just like when you
sell a car). Once you get the Purchase and
Sale Agreement to review, it’s a matter of
signing, getting the funds, and sending
out all backup docs. That’s it.

Now, you want to know what do you
do with the accounts after you have sold
them? Most financial institutions cease
reporting the accounts to the bureaus and
list them as sold and mark them the same
within your system. You will NEVER
have to speak with that debtor again. It
is a freeing feeling to be able to wash your
hands of years of frustration and chasing
these debtors with phone calls and let-
ters! Trust me, your cardiologist will no-
tice a large drop in your blood pressure!

Once you have done it, selling your
charged-off loans becomes an addic-
tion that you will want to do repeatedly!
We will graciously accept your files on a
monthly, quarterly, bi-annually, or an-
nual basis!

Want to know more? Well, Cherry-
wood Enterprises is here to help you
with your questions and give you the an-
swers you will need to make an educated
decision on whether or not selling your
charged-off loans is right for your bank.

Feel free to call us at (561) 508-7650
or email Craig at cgeisler@cherrywood-
enterprises.com. You can visit our web-
site at www.cherrywoodenterprises.com
as well!

We look forward to working with
all members of the Colorado Bankers
Association. m

% Cherrywood
"ENTERPRISES
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How Customer Journey Mapping for

Banks Leads to New Accounts

BY STEVE KENT

igital bankingis rapidly becoming
D the main channel through which

many customers interact with
their financial institutions. While this
shift to an online presence creates
unique outreach opportunities for banks,
success requires both innovation and a
strategic mindset. After all, with more
customer touchpoints and an increase
of competitors and industry disruptors,
customer satisfaction at every stage of
onboarding is essential.

For many financial institutions, digi-
tal transformation and data analytics to
improve their digital experience remain
uncharted waters. They wonder where
to begin to generate data-driven strat-
egies to deliver positive customer expe-
riences and, thereby facilitate seamless
account opening.

That’s where customer journey map-
ping for banks comes into play.

The Benefits of Customer
Journey Mapping for Banks

Customer journey maps are business
intelligence tools that help you visualize
each interaction between your institution
and your prospects or customers. The
digital onboarding journey is broader
than merely applying for and funding an
account through a mobile app. It begins
with the prospect’s initial interest and
new account research. The journey con-
tinues until that customer has funded an
account and enrolled in value-added ser-
vices such as direct deposit, eStatements
and bill pay.

With customer goals in mind, each
step of the journey is tracked. From ad
campaigns and website access to account
funding, you can better quantify how fre-
quently customers successfully advance
to the next step of the journey. From
there, your institution can identify points
that drive the highest traffic and leaks —
steps in the journey that are causing cus-
tomers to abandon the process.

In practice, this translates to mea-
sured results that guide institutions to

repair or replace interactions that cause
potential customers to diverge from their
goal or look elsewhere. Applying small
changes in the customer journey can im-
prove customer satisfaction and signifi-
cantly impact account opening success.
Here’s how you can use customer journey
maps to benefit your institution:

Gain Insight into Customer Needs
First and foremost, customer jour-
ney mapping helps your bank better un-
derstand customer pain points and im-
prove overall satisfaction. Optimizing a
new account opening is not just a point-
in-time exercise. Instead, it requires
constant improvement and monitoring
to show gaps between the desired cus-
tomer experience and the one received.

To understand that desired expe-
rience, it’s helpful to identify what the
prospect in question needs to complete
a purchase. Customer journey mapping
makes that insight available by quanti-
fying, which steps in the process cause
customer friction and which ones drive
higher traffic.

Pinpoint Development
Opportunities

By illuminating several areas, in-
cluding customers’ initial awareness, the
reason for looking, barriers considered,
options available, sales interactions and
overall satisfaction, your institution can
more confidently determine development
priorities. Specifically, you can pinpoint
bottlenecks in the journey and modify
them accordingly. For instance, if there’s
a trend in potential customers abandon-
ing an account application after access-
ing a webpage, you gain a better idea that
the offering or page itself is not a compel-
ling one.

Emphasize Successful Drivers to

Account Opening

On the other hand, customer journey
mapping also illustrates the most effec-
tive traffic drivers that ultimately lead to
new account opening. As many banking
channels have digitized, the number of
access points with your institution has
increased. A journey map illustrates
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where customers interact with your insti-
tution and how they access those touch-
points. In other words, you can see what
has been successful, whether customers
have sought you out via search engine,
accessed your institution through social
media or clicked on an ad.

Customer Journey Mapping

Enhances Your Bank’s Marketing
With exact figures for customers who
accessed ads and ultimately opened an
account, your institution gains a clearer
view of which ads attract more custom-
ers. Ultimately, the goal is to embrace
those assets and sequences that best in-
fluence revenue and improve those that
fall short. If a Facebook campaign drives
movement, you know to emulate that
strategy in the future. With marketing
insight, you can concentrate your efforts
and expenditures on what matters most,
rather than on less effective campaigns.

On the Path to Customer
Satisfaction

Customer journey mapping is an es-
sential tool to provide customers the ex-
perience they expect and transform your
bank digitally. Financial institutions have
a lot to consider when providing for their
customers, but a data-driven perspective
can make the difference between a new
account and a missed opportunity. Im-
proving digital banking solutions is an
ongoing process, so take a look at this
informative webinar to learn more about
customer journey mapping and optimiz-
ing the overall customer experience. |

Steve Kent is senior director,
Digital Strategy, at CSI.
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BY JUDITH LAJOIE, SNELL AND WILMER

( : ommercial loan workouts seem
like old news, but the COVID-19
crisis and its aftermath are likely

toresultin old news becoming news again.

The good news is that many lessons
have been learned from the Great Reces-
sion of 2008 and those lessons have led,
among other things, to enhance internal
systems and controls.

Here are a few lessons that I've
learned from a decade of legal work in-
side a community bank that started with
being dedicated to special assets during
the Great Recession.

» Review loan portfolios with internal
and external resources to determine if
any gaps that need to be filled. This in-
cludes having up-to-date and properly
filed UCC-1 financing statements with
complete collateral descriptions (which
may have changed if, e.g., the borrower
has an account on deposit that was not
in place at loan origination, the borrow-
er has gone through an entity conver-
sion or has changed its principal place
of business, or if the borrower is enti-
tled to a loss carryback resulting in an
assignable tax refund payment), finan-
cial covenant updates, whether there
is a need for additional real or person-
al property collateral or guarantees,
whether a loan requires modification or
forbearance.
Put together an internal, special assets
team and have them ready to go if loans
start to show weakness after payment
deferrals burn off and PPP loans have
been forgiven.
Pull together a problem loan committee
that can meet regularly to review grad-
ed credits, particularly the ones that are
in danger of falling out of one classifica-
tion and being downgraded.
« Ensure that the head of loan adminis-
tration communicates well with their
chief credit officer, internal legal and
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the line and special assets bankers so
that loan grades are kept current and
up to date. Institute monthly meetings
comprise all the above, where all grad-
ed loans can be reviewed and analyzed
as to proper grade.

» Ensure that loan review is properly
staffed and able to work through loan
collateral and documentation issues
without a backlog.

« Consider sending confirmation letters
to a borrower’s account debtors to es-
tablish a liquidation value for the debt
and determine collectability.

« Hire professionals — legal, account-
ing, engineering, environmental, as-
set search and entitlement experts, as
applicable, help make sense of the col-
lateral position if foreclosure becomes
necessary. Do this before there is an ac-
tual crisis so that there is time to strate-
gize and maximize recovery.

Loan workouts take many forms, from
the simplest of loan modifications or loan
extensions to a more complex forbearance
ifthere is a basis for rehabilitating the cred-
it. The borrower needs a little more time to
get its house in order. Repeated extensions
and forbearances may be “kicking the can
down the road.” While easier to swallow
for a borrower, it could be potentially le-
thal to the bank and its capital position. A
good, neutral special assets team can be
an invaluable check on a relationship that
may have been solid for a very long time
but is weakening due to events unforeseen
at loan origination, from which the cred-
it and the borrower may be unable to re-
cover. Consider the prospect of effecting
a settlement with a borrower or a guar-
antor since the first loss may be the best,
and “letting your money get mad” may feel
good for a moment but may be disastrous
in the long term.

Foreclosure of real or personal
property or deed in lieu of foreclosure
for real property may be a last resort.

Banker

Other measures may work more ef-
fectively, such as having the borrower
appoint a chief restructuring officer or
agree to receivership or a sale of the
underlying asset or business. There is a
risk of being dead right by moving too
quickly to enforce against the individu-
als or the collateral and possibly wind-
ing up with a marketing nightmare.

Try to be patient while being vigilant
and proactive. As I often said in media-
tions, both sides will feel lost to come to
a resolution. The loss tolerance for each
party is unique and needs to be under-
stood to reach an acceptable resolution.

To learn more, please consider regis-
tering for the upcoming CBA webinar,
“Hindsight is 2020 — Looking Ahead
to Loan Workouts, Financial Litigation
Trends and More” to be presented by
Snell and Wilmer on Wednesday, Dec.
16th from 9-10:00 a.m. MST. We will
provide a variety of perspectives from a
team of transactional and litigation at-
torneys, including myself. Among other
topics, we will provide a bank examiner’s
bird’s eye view of the banking industry
in 2020, the ins and outs of SEC receiv-
erships and spotting account fraud, and
an update on eviction and foreclosure
in the shadow of the FHFA moratorium.
Information about the webinar will be
available shortly from the CBA. m

This article is for educational purposes and does not
constitute legal advice. It represents the current,
general opinions of the author and not of her law firm
or colleagues.

Judith Lajoie is a transactional attorney at Snell and
Wilmer with more than 30 years of commercial finance
and real estate finance and acquisition experience.
She previously served as general counsel to a large
state-chartered bank and financial services company
where she supervised complex commercial litigation,
served as counsel to the line and special assets
bankers, and provided oversight with respect to bank
policies, procedures and account and loan operations.
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Beyond PPP: SBA Lending Can Help Banks,
Credit Unions Grow, Mitigate Risk

BY MARY ELLEN BIERY, ABRIGO

or many financial institutions
F scrambling to assist small busi-

nesses by participating in the
Small Business Administration’s (SBA)
Paycheck Protection Program (PPP),
implementing new technology has been
the only possible way to handle the
crush of PPP applicants and paperwork.
Between the numbers of applicants, the
strong demand for limited funds and the
restrictions on face-to-face transactions,
financial institutions without automation
were quickly overwhelmed.

70% of bank executives and directors
said their institutions had implemented
or upgraded an application or technology
specific to PPP loans, according to Bank
Director’s new 2020 Technology Survey.

Now, many of the nearly 5,500
SBA-approved lenders participating in
the PPP are weighing the option of le-
veraging that technology to continue
offering SBA loans beyond those tied to
the PPP. For some community financial
institutions, SBA lending represents a
new product. Indeed, only about 1,700
lenders participated in the SBAs 7(a)
program in fiscal 2019.

For institutions considering plan-
ning to continue SBA lending after PPP,
it may also provide an opportunity to

obtain new customers. A third poten-
tial benefit is that SBA loan programs may
provide a way to restructure existing loans
for some current clients while ensuring
greater portfolio stability for the bank or
credit union. The portion of any loan that
the SBA guarantees does not count against
the financial institution’s lending limit.
Banks and credit unions can sell the loans
on the secondary market yet retain servic-
ing rights and some fees.

“SBA lending provides liquidity,
while you retain the relationship and
you get paid for servicing,” noted Mi-
chael Wear, owner of 39 Acres Corp.,
which specializes in banker training
and bank consulting services in cred-
it risk underwriting and loan portfolio
risk. “A side benefit is when you help a
business owner who’s not having the
best day financially, they’re not only
appreciative, they become great word-
of-mouth advertising and references for
prospects,” he said during a recent Abri-
go webinar on SBA 7(a) lending.

During the last recession, the SBA
increased its maximum loan guarantee
to 90% of the loan amount (from the
current cap of 85% on loans of less than
$150,000), and while it hasn’t yet done
so for this recession, it has increased
loan sizes and streamlined processes,
Wear noted.
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Among the webinar participants sur-
veyed during the session:

« 31% said they anticipate their insti-
tution will do more SBA refinancing
of existing debt going forward

*18% said their institution doesn’t
currently do SBA lending besides
PPP but plans to

« 18% said their institution plans on
using government guarantees to ob-
tain new customers

* 34% said they anticipate no change
at their institution in SBA lending
volume or use.

Some commercial lenders might
question why they should be talking
about SBA lending now when they ha-
ven’t even processed PPP loan forgive-
ness applications for all of their cus-
tomers or members yet. Or, they might
wonder whether it’s too late to start 7(a)
lending if they’ve never done it before
the PPP. “It’s not too late to start, but it’s
later than you think,” Wear said.

Lenders doing standard 7(a) SBA
lending, considered the “mothership”
of SBA loans, Wear said, will likely
need a learning curve, and even lend-
ers that have worked on 7(a) loans in
the past may find that alot has changed
in recent years. SBA 7(a) loans have a
maximum loan amount of $5 million,
but multiple loans are allowed.

continued on the next page
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continued from the previous page

In addition, an institution cannot pass a known loss on to
the government, so banks or credit unions considering re-
financing existing debts on the books now will need to act
quickly before financials demonstrate severe losses.

For existing loans to be eligible for SBA refinancing, they
must be on what the SBA considers “unreasonable terms,”
which can include the following:

» Having an interest rate over maximums for the SBA pro-

gram used

» Having a balloon payment — a short-term note

» Having an aggressive pay down schedule or being

over-collateralized

« Using debt to finance a change of ownership (where the

new owner will own 100%).

To be eligible for SBA refinancing, the application must
also meet a requirement that it will result in a 10% improve-
ment (for term loans) in cash flow for debt service, which
Wear said is generally reasonably easy to meet, given the
SBA’s longer terms.

SBA 7(a) guaranty amounts and fees are graduated based
on the loan term and dollar amount, and the SBA does take a
“haircut” on the lender rate for servicing, Wear said. Never-
theless, in his experience as an SBA lender, he never had an
issue with internal pricing models or return on investment
goals related to SBA lending.

However, as noted earlier, Wear said lenders might have
a learning curve. SBA is very oriented to its Standard Oper-
ating Procedures and it can be a very paperwork-heavy pro-
cess. (By the way, the SBA recently announced updates to the
SBA SOP for 7(a) programs that will be effective Oct. 1. The
current SOP 50 10 5 (K) remains in effect until then.) Tech-
nology that automates the application, document-gathering,
and submission to E-Tran, can help — as it did with the PPP.

Here are a few other tips Wear provided for SBA lending:

« Use your local SBA office and seek out private SBA ex-
perts (often former SBA lenders themselves).

» Have a dedicated SBA expert in-house.

« Practice makes perfect.

» Communicate with the borrower up front about what in-
formation is needed and why.

» Make use of in-house document monitoring to ensure
proper monitoring of SBA loans. “Not doing on-site
checks until it’s too late or not updating financials are
two popular reasons SBA reduces or even denies claims,”
Wear said.

Other, lesser-known SBA lending programs that financial
institutions can explore to help businesses in their commu-
nities include SBAExpress, CapLines, and 504 loans.

SBAExpress has a maximum loan size of $350,000. How-
ever, that has been temporarily lifted to $1 million under the
CARES Act and has a lower guaranty than regular 7(a) loans,
so it has lower guaranty fees. But they typically are approved
faster, and the institution can use their own closing documents.
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Other, lesser-known SBA lending programs
that financial institutions can explore to
help businesses in their communities include

SBAExpress, CapLines, and 504 loans.

CapLines provides revolving credit lines that can be used
for contracts or working capital for inventory, for example.
Loans can be up to $5 million, up to 10 years, and have a
standard guaranty of 75% to 85%. “These are great for large
contracts for your small contractors,” Wear said. “They offer
nice extended loan terms for builders and having this facility
might even reduce bonding costs.”

For borrowers looking for real estate or large equipment
loans, certified development companies can offer SBA 504
loans, which provide long-term fixed-rate loans, typically
$250,000 to $5 million.

According to Wear, a final option for lenders to consider
as they look for government guarantees on loans is the U.S.
Department of Agriculture. It offers loan guarantees of up
to 90% through its Business and Industry Loan Program for
borrowers in rural areas.

COAN, PAYTON & PAYNE, LLC

IS PLEASED TO ANNOUNCE
ATTORNEY STEVEN T. MULLIGAN
HAS JOINED THE BANKING TEAM.

Mr. Mulligan'’s
practice focuses

on commercial
restructuring,
bankruptcy,
creditors’ rights,
business law and
construction law.

STEVEN T. MULLIGAN
smulligan@cp2law.com
Denver | Fort Collins | Greeley
www.cp2law.com

COAN,
PAYTON &
PAYNE,LLC
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Protecting Your Bank in a Time of Uncertainty

BY RICH MCRAE AND JUDY FARMER,
EIDE BAILLY R

success. Without the right security measures and pro-
cedures in place, your financial institution can be at risk
of cyberattacks, embezzlement and more.

I : eeping your financial institution safe is critical to your

In uncertain times when employees may be working re-
motely and processes and procedures have changed dramati-
cally, your financial institution’s security is even more import-
ant to ensure your business and employees are kept safe.

Cybersecurity is Key

Financial institutions and other businesses that hold
people’s sensitive information are prime targets for cyber-
criminals. Having a proactive approach to cybersecurity is
a great way to ensure your customers’ and employees’ data
remains safe.

“Technology has helped create enhancements for regulato-
ry compliance and fraud prevention, although it seems as we
get more sophisticated with fraud prevention, those trying to
commit fraud get more sophisticated as well.”

- Mark Daigle, President and CEO, First National Bank of
Durango

Of course, creating a proactive approach can be a challenge.
This is a team effort and everyone in your financial institution
needs to play a vital role in keeping information safe. There
are best practices in two areas that you can start with today to
increase your organization’s proactivity: email and internet,
and physical devices.

Email and Internet Best Practices
Email and the internet are a key piece of how financial in-
stitutions operate and communicate.

Four ideas to help make these areas more secure from cy-
bersecurity threats:

1. Think Before Clicking

Investigate email links before clicking it. Once a link has
been clicked, there’s no going back — malicious software can
now be installed on your computer. Don’t click links unless
you know and trust the source and are certain of where links
are sending you. If you are unsure about a link, contact the
sender before clicking or send it to your financial institution’s
IT help desk to investigate.

continued on the next page
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2. Secure Browsing

Pay attention to the letter “S.” That
simple letter makes all the difference
when it comes to secure web browsing.
“Http” stands for hypertext transfer
protocol, while the “s” at the end stands
for — you guessed it — secure. It’s essen-
tial to ensure “https” is displayed in the
URL you visit, as it shows the authentic-
ity of the security certificate of that web-
page. If you access a webpage without a
certificate or with an expired one, there is
a chance you are visiting a webpage that
could contain viruses, malware and more.

3. Cautious Surfing

Don't surf the internet if you are us-
ing an account that has administrator
privileges. If you pick up malware us-
ing a computer with these privileges,
you have given the malware the same
administrator rights you have on your
user account. Also, consider the Wi-Fi
network you are using. Make sure it is
secured and password protected.

4. Strong Passwords

While having a password of “123456”
or “password” may be easy to remem-
ber, having more complex passwords
can make a huge difference in protecting
your data and your financial institution.

Strong passwords should:

« Contain at least 12 characters, includ-
ing upper- and lowercase letters, num-
bers and special characters

» Be unique to the user — never share them

« Not be reused on multiple accounts

« Change every 60 to 90 days

Physical Device Best Practices

The actions of your everyday staff,
whether they are on-site or working
from home, are critical keys to a ro-
bust cybersecurity program. Here are
some best practices related to your
staff and their devices that can help
prevent any attacks.

1. Lock It Up

Every time you step away from your
computer, lock it up. While it may seem
like a trivial practice, you would be sur-
prised at how often it is not done. Com-
puters contain sensitive information and
processes and when left unlocked, there
is a possibility that a hacker could have
access to the system. To avoid possible
information leaks, remember to always
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lock your computer when leaving your
desk. A quick tip: Press the Windows
Key + L to lock your screen quickly.

2. Protect Your Device

Patching and repairing operating
systems and applications is another
important security practice. Although
these patches and updates are released
regularly from Microsoft and Adobe,
there are times when patches are sent
out off schedule to defend against oth-
er threats. As time passes and new
threats are discovered, system updat-
ing and patching will be a constant se-
curity measure. This is especially true
as employees are working remotely
and may require additional programs
and security systems.

3. The Importance of Education

Ensuring all employees are trained
in the basics of network, system and in-
formation security is a massive piece of
your financial institution’s cybersecuri-
ty plan. Having a basic understanding of
security or identifying a potential threat
can make an employee less likely to be a
victim. Employees should be trained on
security policies and their role in pro-
tecting information. They should also be
aware of the expectations when it comes
to personal use of company-provided
equipment. This may include social me-
dia use and web browsing. You will also
want to train your employees on social
engineering and identifying these at-
tacks, which come in the form of phish-
ing emails, fake calls and more.

4. Back it Up

Disasters don’t usually come with
much warning. Businesses often aren’t
fully prepared for floods, fires, power
outages or malicious programs. In these
cases, it is possible for businesses to lose
information and data stored on devices.
The best way to ensure this data is safe
is to automatically back up all data daily
and store the backups in a secure, off-
site location.

5.Be Smart with Your Smartphone

Smartphones are another ave-
nue hackers may use to access sensi-
tive data. In the financial institution
world, bankers may often be traveling
and communicating with clients while
on the go using their smartphone. Re-
member to avoid connecting to unse-
cured Wi-Fi, use strong passwords,

ke

BUILDING BETTER BANKS —HELPING COLORADANS REALIZE DREAMS

and turn off Bluetooth when you ar-
en’t using it.

Watch for Common IT Problems

Many banks rely on a third party for
their IT services. However, financial
institutions need to know how to check
on that third party’s work.

Common Scenarios

A financial institution that has gone
through a replacement of its security
systems, such as security cameras and
access systems, may have a potential
threat. Many times, those cameras or
locks are easily accessed by unautho-
rized people. This happens when system
vendors create user logins for the bank to
use but leave the administrator accounts
at default or leave the passwords blank.

Software patching continues to be a
problem for financial institutions, es-
pecially when a third party is responsi-
ble for it. These problems may exist in
Microsoft apps, Java, Adobe and many
other applications. The vulnerabilities
in these apps have been discovered in
some substantial breaches, which have
occurred worldwide.

Other systems at risk for security
breaches include scanners, phone sys-
tems, storage systems, routers and net-
work switches, among others. A person
can access these using vendor default
credentials, which gives them the power
to delete the financial institution’s data
storage. Smart TVs and electronic signs
are also easily hacked, and the hacker
may display malicious content and lock
the owner out.

Peace of mind begins with under-
standing the risk and how to make a
strategic plan for prevention, detection
and resolution. We've created a guide to
give you tips to weather the cybersecu-
rity storm.

Utilize HR to Prevent Fraud

Human resources are usually brought
into the picture after the act has been
discovered. However, having a solid HR
plan from the start can minimize the
chances of fraud occurring and less se-
vere effects if fraud does occur.

Begin fraud prevention, starting with
the hiring process. Background checks
on new hires can help your institution
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avoid negligent hiring and verify infor-
mation on a candidate.

Placement services can also be used
by smaller organizations to find, vet and
verify potential candidates, which helps
lessen the business burden.

Items to consider when vetting poten-
tial candidates to avoid becoming the
next victim of fraud or embezzlement
include:

« Verifying education and professional
credentials

« Performing background checks that
include criminal and credit checks

« Investigating for any wage garnish-
ments, liens or judgments that may
be indicative of prior embezzlement
history

» Researching for news articles online
that may uncover any prior employ-
ment activities

You may also want to consider im-
plementing a whistleblower hotline,
which provides a confidential way for
employees to report wrongful behavior.
Not only do hotlines prevent illegal and
fraudulent behavior, but they can also
detect issues before they become severe
and can help reduce losses. In some ar-
eas, a whistleblower hotline allows for
tips to be submitted anonymously for all
manners of wrongdoing, including;:

« Financial: Mistakes and criminal ac-
tivity can occur in many areas — ac-
counting procedures, lending discrep-
ancies, billing errors and more.

« Ethical: Issues considered to be ethical
breaches include code of conduct viola-
tion, physical theft, intellectual prop-
erty theft and more.

e Privacy and Security: can include
identity theft, confidentiality breach-
es, customer database hacks and
tampering with electronic door locks,
to name a few.

“When it comes to where we are go-
ing in the future, it’s about adapting to
change. We don’t do banking as we did
50 or 150 years ago. We don’t even do
banking as we did 15 years ago. Ev-
erything is going to change around
us, and we have to continue to change
along with it.”

-Susan Whitson, EVP, First National
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The safety of your financial institution’s data
and employees is critical to your success.
As your organization navigates through the

changes of operating during COVID-19 and
beyond, it’s more importantthan everto make
sure your financial institution is protected.

The Importance of Internal Audit
No Matter Your Bank’s Size

No financial institution is too big or
small to be a fraud victim. Systems of
internal controls allowing management
to measure performance and an inter-
nal audit program to ensure controls are
implemented to protect your institution.

The Federal Reserve System, OCC,
FDIC and NCUA guide internal audits;
all financial institutions must adhere
to regulatory requirements regarding
internal controls. Organizations’ inter-
nal control system consists of manage-
ment’s environment and procedures,
ensuring key business objectives risks
are identified, evaluated and reduced.
These include the reliability of financial
reporting, operational effectiveness,
regulatory compliance and safeguard-
ing of the institution’s assets.

Components of Internal Control

1. The control environment sets the
tone of the organization, influenc-
ing the control consciousness of
its people. Foundation for all oth-
er components of internal control,
providing discipline and structure.

2.Risk Assessment — business’s anal-
ysis and identification of relevant
risks relating to the achievement of
its objectives. This forms a basis for
determining how the risks should
be managed.

3.Control activities — procedures
and policies which help ensure
that management directives are
carried out.

4.Information and communication
are the identification, capture and
exchange of information in a form
and time frame that enable people
to carry out their responsibilities.

5

5.Monitoring is a process that assess-
es the quality of the performance of
internal control over time.

It is important to remember that in-
dependence is critical to the internal
audit function. To accomplish the audit
function’s objectives, personnel must
maintain total independence from your
management or other employees.

Recovering Lost Data

Dealing with attacks on your finan-
cial institution is tough, and there are
many aspects to consider in the recovery
period. Recovery money is important,
but another issue is data loss and your
potential obligation to report it.

Forensic accountants help you recov-
er data in many ways:

« Coordinating with legal services that
are well versed in cybersecurity and
reporting requirements.

« Investigating information from email
accounts and preserving and analyz-
ing workplace devices used by those
with compromised credentials or used
by those who may have internally com-
mitted fraud.

« Collaborate with your IT department
(which could be third-party or inter-
nal) and obtain logs to investigate and
put preventative steps to mitigate fu-
ture risk.

The safety of your financial insti-
tution’s data and employees is criti-
cal to your success. As your organi-
zation navigates through the changes
of operating during COVID-19 and
beyond, it’s more important than
ever to make sure your financial in-
stitution is protected.
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The Importance
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ith the recent chain of events
across the country, thereis a lot
of talk about racial tension, the

economy and immigration. We have work
to do in each of these areas, and we can’t
afford to rely on political leaders to do the
job for us — we all play a role. All three is-
sues touch our industry, so we have to push
forward to do our part in solving them.

The definition of diversity, according
to Merriam-Webster, is “the state of hav-
ing people who are different races or who
have different cultures in a group or or-
ganization.”

The lack of diversity has been a chal-
lenge for the banking industry. Attend
an event or spend a few minutes con-
sidering this matter in the industry, and
you, too, will find that the industry could
benefit from additional diversity. Terry
Gore, a correspondent banker covering
the Midwest, said it very clearly: “I have
been in banking since 2001, attending
conferences across the country, and I
have not seen any other African Amer-
icans at these events or in senior lead-
ership roles.” That matches what we've
seen, too.

Diversity is about learning from oth-
ers who are not the same. It is about
dignity and respect for all. It is critical
to create workplace environments and
practices that encourage learning from
others and help capture the advantage of
diverse perspectives.

Corporate and organizational com-
mitment to diversity is an important
business initiative and contributor to in-
creased employee engagement. By build-
ing a diverse workforce, you can better
serve diverse customers and communi-
ties, helping you grow the company and
create shareholder value.

Diversity is the key to your company’s
sustainable future growth and must be
part of your company’s core values. As
a leader, it is imperative to value your
employees’ diverse backgrounds, expe-
rience and knowledge. They can provide
perspective and develop innovative solu-
tions to drive the growth and success
of your company. Strive to offer a work-
place reflective of your commitment to
the broad cultural, ethnic and lifestyle
diversity of the markets where your team
members live, work and serve.
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Why focus on diversity? Creating a stronger diversity cul-
ture will:
« Improve effectiveness in working with customers, com-
munities and peers.
« Encourage different viewpoints.

Working together to foster innovation and increased em-
ployee engagement will help you sustain growth in our cur-
rent economic and competitive environment.

Fostering an inclusive work environment will:

« Allow others to recognize our differences’ critical value
and our individual and collective strengths and skills.

« Leverage the broad cultural, ethnic and lifestyle diver-
sity of employees against an increasingly more diverse
marketplace.

« Create better-engaged employees who can assess issues,
provide perspectives and develop innovative solutions.

Enhanced reputation as an employer and service pro-

vider will:

« Allow customers to see the commitment to diversity in
actions as well as words.

» Harness the energy of diversity and put it to work.

« Create diversity efforts that will continue to strengthen
the connection between values and business strategy.

« Reflect a commitment to employees by building a work-
place that respects the multitude of differences they
bring to the workplace.

« Respond to the changing demographics in all communi-
ties and customer base.

Companies that want to build a diversity strategy should
consider creating and sponsoring Employee Resource
Groups (ERGs) to provide input on recruitment that focuses
on hiring a more diverse talent pool. One approach would be
to assign each ERG a recruiting point of contact who could
be a liaison between the ERG and diverse, underrepresented
groups within the company during the referral process. The
recruiting point of contact would attend monthly ERG meet-
ings and develop relationships.

Companies should also consider creating an Office of Di-
versity and Inclusion with a chief diversity officer and a di-
versity liaison. Their responsibilities would include:

e Creating individual development plans. They could work

with employees to develop these.

« Writing a succession plan. What career options are

available within the company? Is it possible to rise to the
very top?

Each organization should focus on increasing diversity
when developing and retaining talent.

Developing Talent
To ensure that diversity is considered when developing
talent:
« List key positions. Which positions could best be created
or filled with more inclusive choices?
« Create a Strategic People Plan. How will the organization
implement changes in hiring decisions and promotions?
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Retaining Talent

There should be an exit interview to identify problems and
unconscious bias anytime an employee resigns voluntarily. If
done correctly, questions asked during the exit interview can
identify areas of concern that cross both gender and race.
Use the information to determine possible corrective mea-
sures. That process leverages weakness (bias) into strength.

« Have a line of business leaders who conduct the exit in-
terview for the top three pay-grades. They should pay
special attention to interviews with women and people
of color.

« HR may conduct an exit interview for all other pay-
grades.

Each exit interview has the following goals:

« To discover the root cause of turnover.

« To gain knowledge about pay, incentives, opportuni-
ties, management, workplace practices, relationship
with supervisor, relationship with peers and work-
place environment.

Conducting and learning from exit interviews will develop
employee awareness beyond political correctness and truly
make diversity a core value within the company’s framework.
To maximize the benefit from the exit interviews, create a
multicultural program and training that does the following:

« Deliver facilitated coaching sessions for all senior man-

agers. Sustainable change must start with the top of the
house!

« Deliver diversity awareness training and coaching to all

other managers, followed by all other employees.

Conclusion

Diversity should be a top priority, but success will only be
achieved if we inspire people to operate in an environment
based on mutual trust, respect, openness, candor, empower-
ment, teamwork, innovation, risk-taking and integrity.

Please encourage and value diversity. We can begin by
banding together and talking collectively about diversity as
banks, associations, and partners to the banking industry.

Andrew P. Russell is President of Sound Payments Inc. (https://www.soundpayments.
com). Russell leads a team of innovators in offering the best in software development,
state-of-the-art equipment, unparalleled technical and customer service delivery,
advanced security and compliance and training. Russell retired with the rank of Major
from the United States Army Reserves after 34 years of service and is a veteran leader
in the financial services industry holding key senior positions of CEO, EVP, and Head
of various banking divisions.

About Brian Rhonemus Brian Rhonemus is the CEO of Sanford Rose Associates® - Rho-
nemus Group. He has more than 30 years of service to the banking, financial services
and recruiting industries, which allows him to bring genuine real-world experience to
his clients. As a former banker, this experience allows him to develop progressive talent
management solutions to his clients.
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Home Equity Line of Credit (HELOC) Scams

ome Equity Line of Credit (HELOC) scams continue
H to be a costly and challenging issue for financial

institutions. Wire transfer fraud can easily reach
millions of dollars. With advancements in technology, such as
online databases for county clerk records, online banking and
online title searching, financial institutions commonly use data
to verify that customer identity for wire transactions is routinely
and easily comprised.

Several financial institutions have fallen victim to losses
arising out of wire transfer and check forgery schemes target-
ing HELOC accounts and have taken action to mitigate future
loss experience risk. Institutions that place a high value on
their customer service and customer confidence in the institu-
tion’s security against wire transfer fraud have implemented
risk mitigation upgrades to their operations to solidify cus-
tomer confidence. According to Travelers, the following steps
are initiatives that can help to eliminate or at least significant-
ly reduce, losses arising out of HELOC fraud scams:

« Place greater emphasis on getting full account numbers from
callers;

« Phrase verification questions so that the caller is providing
the information, rather than merely confirming what the fi-
nancial institution has on file;

» Remove items from the list of authentication options (such
as mother’s maiden name and date of birth) that have be-
come “public information” through social media websites
and venues;

» Train employees who field calls to verify authentication
items in a specific order and not skip to other items if the
caller cannot verify the requested information;

« Train personnel with an updated full fraud-awareness mod-
ule to help employees identify warning signs of fraud;

» Encourage customers to set up PINSs if the automated phone
system allows it;

« Update customer account files with driver’s license numbers,
if not copies of the entire driver’s license (or other govern-
ment-issued ID if there is no driver’s license);

« Utilize a mandatory callback procedure for all custom-
er-not-present wire transfer requests;
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« Use a password to authenticate customers rather than com-
monly compromised information and only allow in-person
modification of passwords and key account information;

« Consider requiring full balance transfers (or transfers up
to a certain percentage of the available funds) to be made
in person while placing a reasonable monetary limit (or
percentage limit) on customer-not-present wire transfer
requests;

« Establish a reporting procedure which refers all suspicious
wire transfer requests to a higher level of authority for con-
firmation/processing;

 Require a dual telephone confirmation procedure where the
financial institution calls the home phone of the customer
as well as an alternate number, such as a mobile phone or
work phone;

- Establish an automatic two-day holding pattern anytime a
request is made to initiate a wire transfer from a HELOC
account to a foreign bank account within which time the fi-
nancial institution ensures accurate verification and deters
fraudsters seeking immediate processing;

« Verify change of address or phone number requests with a
call to the customer’s phone number on file;

« Customize specific and unique verification questions and
procedures with an account holder/customer that can only
be modified in-person.

Technology has made it easier than ever for bad actors to
obtain data that financial institutions commonly use to ver-
ify their customers’ identities. That’s why financial institu-
tions must utilize robust authentication procedures to pro-
tect their customers — and themselves — from wire transfer
fraud. This includes greater awareness, updated and vigilant
policies, procedures and training, and implementing imagi-
native and unique verification procedures to reduce the risk
of sustaining losses arising out of wire transfer fraud target-
ing HELOC accounts.

Travelers is committed to managing and mitigating risks
and exposures and does so backed by financial stability and a
dedicated team — from underwriters to claim professionals —
whose mission is to ensure and protect a company’s assets.
For more information, visit www.travelers.com. m
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CECL: Building the Right Treehouse

BY RYAN ABDOO, PARTNER, PLANTE MORAN

For community institutions yet to adopt CECL, complexity is not necessarily
the better choice. Here are two factors to consider when selecting a method.

quired to adopt the current expected credit loss (CECL)

accounting standard are wrapping up their adoption
year. Many of these institutions elected to use more complex
methodologies than what the Financial Accounting Standards
Board requires for community institutions. For community
institutions yet to adopt CECL, bear in mind that complexity
is not necessarily the better or right choice.

: s we approach the end of 2020, institutions that were re-

Factors to weigh when selecting the best CECL
accounting method

The handful of available methods range from very com-
plex (and costly) to simple and economical. Remember that
the standard is scalable to all institutions, so while more is
expected from regulators and auditors for the first wave of
adopters, institutions yet to adopt the opportunity to select
a scalable method to the institution’s complexity. In other
words, choose your methodology carefully since added com-
plexity inherently leads to increased cost and greater poten-
tial for error and scrutiny.

When considering your options, the first thing to ask is wheth-
er the added complexity provides enough value to justify the fi-
nancial and operational burden. For example, the cost of a more
sophisticated probability of default, loss given default (PD/LGD)
method could prove valuable if the model was also used to per-
form stress testing. Since stress testing can provide insights on
how a portfolio might behave under various economic scenarios,
an institution could leverage the model for more strategic plan-
ning. The downside? The added cost and operational burden as-
sociated with the accumulation of accurate and complete data.

Additionally, a migration analysis could also prove valuable
should your institution look to better understand how the over-
all portfolio behaves under certain economic scenarios. On the
other hand, if you're looking for a method that solely calculates
the allowance for credit losses, the use of a simple process that
can leverage your spreadsheet software and the readily available
historical data from call reporting (for example, the weighted av-
erage remaining maturity method) is probably the best option.

The second factor to consider is the availability of the histori-
cal data needed to calculate the allowance for credit losses under
each method. As a general rule, the more complex the method,
the more pieces of historical loan-level data required. For exam-
ple, the migration method often asks for historical monthly loan
trials with risk grades. When considering historical data, it’s also
important to understand that the CECL standard requires an in-
stitution to measure losses over the life of a loan. However, this
life-of-loan measurement comprises three pieces: the forecast

period, the reversion to the long-term average and the long-term
average. The graph below illustrates this with a common scenar-
io — a one-year forecast followed by a one-year reversion to the
long-term average.

The forecast period has been the most noteworthy in breaking
down the three pieces of the life-of-loan calculation. When look-
ing deeper into this part of the estimate, the institution will need
to obtain loss information from different parts of an economic cy-
cle to support the forecast period’s quantitative reserve amount.
A challenge for many institutions that have already adopted has
been the availability of the data required for a full economic cy-
cle — specifically, historical loss data going into a recession. As
a result, judgmental factors continue to be as prevalent among
institutions as the incurred loss methodology used before CECL
adoption. The solution to the lack of data is straightforward: Se-
lect a method with less complexity.

Let’s say your institution currently uses a loss rate meth-
odology by looking back three to five years and calculating
an average annual loss rate with additional adjustments for
qualitative factors. You can continue to use this method with a
few simple adjustments to leverage information readily avail-
able to you from call reports, information from the Federal
Reserve and your asset/liability modeling system.

A simple approach: Measure twice, cut once

Many institutions yet to adopt CECL have decided to start with
a less complex method because they have the historical data
over a full economic cycle at their fingertips, which keeps the
added cost and administrative effort low. Their approach re-
minds me of building a treehouse years ago with my dad — his
favorite saying, “Measure twice, cut once,” comes to mind. Se-
lecting a methodology and a model for CECL will come with
varying levels of financial and operational burden, but don’t
take on more than necessary. We encourage you to ensure
well-informed decisions are being made and build your tree-
house in a way that best fits your institution. m
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8 Ways to Enhance Security for
Your Remote Workforce

BY STEVEN WARD

marked shift in how we work and use technology to stay

connected and execute business. Many institutions are
managing remote workforces while navigating the pandemic’s
ongoing effects, leading to various challenges, including ad-
dressing cybersecurity threats.

g s a result of the COVID-19 pandemic, there has been a

Understanding the Risks
There is a variety of cybersecurity risks for financial insti-
tutions to combat, including:

» Phishing: As many employees transitioned to remote work
in early 2020, phishing scams skyrocketed, with attackers
targeting personal email accounts in an attempt to compro-
mise home networks.

* Malware: Cyber attackers are leveraging malware to ob-
tain usernames, passwords and payment card information
stored in a user’s browser. According to security vendor
Carbon Black, attacks targeting the financial sector have in-
creased by 238% from February to April 2020.

« IT Falling Behind: A recent Aite report noted that IT de-
partments are often short-handed and are now responding
to remote work environments’ challenges, leading to in-
creased maintenance backlogs and slow response times.
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* Business Email Compromise (BEC): The FBI issued a
warning in early 2020 regarding a spike in BEC scams, which
involve a criminal sending an email and imitating the owner’s
identity, such as a company executive or recognized vendor.

How to Enhance Security for Your Remote Workforce
To defend against the ever-present threat of cyberattacks, con-
sider the following tips to secure your institution’s workforce.

1. Provide Secure Internet Access

While providing employees with virtual private network
(VPN) access will help mitigate cyber threats, there are risks as-
sociated with employees using their home networks for business
when not connected to VPN. Security solutions that protect your
network and users but do not interfere with business activities
are priorities. Encourage employees to address the following
questions to reduce the penetrability of home networks:

» What is the quality of your home network?

« Does your home network still have the default password?

« How old is the router?

« What protocols is it running?

« Do your personal devices have up-to-date malware and
virus protection, the latest security patches and updated
third-party software installed?
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The way we work has been transformed as a
result of COVID-19. As the financial services
industry’s landscape continues adapting, your
institution should prioritize security to serve
your customers better.

2. Create an Acceptable Use Policy

In this new hybrid reality, employees may be more likely
to use corporate-owned devices for personal business. Create
and communicate a clear Acceptable Use Policy and outline
your specific policies for business devices. Your institution’s
Acceptable Use Policy should also explicitly address work-
from-home environments to educate employees on expecta-
tions and risks of remote work.

3. Use Mobile Device Management

If your institution issues business-owned devices to em-
ployees or if employees use personal devices for business, con-
sider implementing Mobile Device Management and Encryp-
tion to safeguard all devices with access to your institution’s
data. This technology will also allow your IT support staff to
fix issues remotely or install updates.

4. Implement Web Content Filtering

Web content filtering can extend beyond a VPN connection,
offering additional layers of security. By providing web content
filtering capabilities, your institution can protect off-network
devices while preventing employees from accessing malicious
or inappropriate sites and mitigating threats like malware.

5. Enable Multi-Factor Authentication (MFA)

Multi-factor authentication is one of the best ways to pro-
tect your workforce from the two largest threat vectors: social
engineering and phishing. Through MFA, multiple credentials
are required to verify a user’s identity. According to Micro-
soft, MFA can help prevent over 99% of account compromise
attacks since a fraudster cannot gain account access solely by
obtaining or cracking a password.

6. Strategically Invest in Technology

The number of available technology solutions designed to
support your institution can be overwhelming but remember
that you should not invest in technology that does not align
with a business objective or support revenue generation. As

you consider technology options, think holistically about your
institution’s IT strategy, goals and environment.

7. Develop Well-Documented Processes

Revisit key processes and determine how to integrate them
in the new reality of remote work and if current technology
accommodates existing processes or requires updates to en-
hance security. Auditing processes for efficiency will also ben-
efit your institution as you determine whether processes are
scalable, have the appropriate number of steps and if they will
meet your needs in the future.

8. Promote a Security-Minded Culture

As employees work remotely, your institution should prior-
itize employee cybersecurity education to create and maintain
a security-minded culture. By creating a culture focused on
security, you can educate employees on proper online conduct
and reinforce the importance of asking for assistance after en-
gaging in potentially risky behavior.

Future of Remote Workforces

The way we work has been transformed as a result of
COVID-19. As the financial services industry’s landscape con-
tinues adapting, your institution should prioritize security to
serve your customers better.

Check out our remote workforce security infographic to
learn more about how CSI can help you manage your remote
workforce. m

Steven Ward has over 29 years’ experience in technology
with 14 years in community banking technology and
currently serves as CSl’s vCIO manager.
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BHG funds the top 20% of the strongest quality healthcare and highly-skilled professional borrowers, creating
tremendous opportunity to meet the growing loan demand of its Bank Network. BHG's 19 years of relationships
and multiple industry-leading partners bring more than 15,000 coveted borrowers to BHG each month, earning its
1,150+ partner banks over $600M in interest income. Learn more about what BHG's professional loan programs can

do for your bank, including:
* Record volume: Over $800M funded through Q2 2020 e $0 historical loss for partners on the BHG Core loan portfolio
® 3-6.5% return for your bank e State-of-the-art loan delivery platform
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